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Abstract: Federated learning is a new distributed machine learning technology, where training tasks are deployed on
user side and training model parameters are sent to the server side. In the whole process, participants do not need to
share their own data directly, which greatly avoids privacy issues. However, the trust relationship between mobile

users in the learning model has not been established in advance, there is hidden safety when users perform
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cooperative train with each other. In view of the above problems, a federated learning scheme for mobile network

based on reputation evaluation mechanism and blockchain was proposed. The scheme allowed the server side to use

subjective logic models to evaluate the reputation of participating mobile users and provided them with credible

reputation opinions sharing environment and dynamic access strategy interface based on the technique of smart

contract of blockchain. Theoretical and experimental analys is results show that the scheme can enable the server

side to select reliable users for training. And it can achieve more fair and effective reputation calculations, which

improves the accuracy of federated learning.
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Figure 1 Architecture for a federated learning system
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Figure 3 The system of federated learning for mobile network based on a consortium blockchain
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Table 3 Description of smart contract functions

e

VL]

node_register( )
contribute_reo( )
set_url pk()
verify pk()
request_reo( ) 15K 75 U A5 2 i I 1

remove whitelist( )

T Bl S RUE TS AT TS, AT ] LU

MTAES RAT T i 5B R W, R B E 2R LM url « hash {H55 E 2 Bid R 242 & url_share
BRI url SRS RATE R A pk, IR E url_pk

At address_pk B FH 72 75 8 I B AR BAIE

AR5 RATTT BB A A SR R RO B 45 B R

WA TG E R MR s,

BiE1 WATEMEE

WIN ID, Vg, address, pk

1) 4145 kA0 77 KIZID  V,, - address Fl pk 45
HTEY

2) I RIS R A TT B S B

3) A A 2% node register(pk,address,role)

4) ¥ ¥ address_pk[address]

5) WS KA TR B ML & audit_node H?

() FEENILE

WS SRS 85 T, AF55 R AN TT A A Hh
AR reo, T HHBEHL™ A2 16 FR 25 4H smk
% [reo],, o FE55 KA T ¥ [reo),,, FAERI =, =
Ui 1R [E A28 A I R A 2 5 | arl o 455 R A J7 AfE
N pk, INE smk 31 [smk],, - SR U FH B2 11 BR
%4 contribute_reo() Bl L =45 5 REO_TXID « #
LN ERAT BB verify pk() , KIAT S5 KA TT
SO ENHE R, b i R 2 R WA OE R
£ N\ A% & reo_share[url hash] #, %A% & F5 [
reo_sharing &5 ¥4 4 o [F] IS & 29 18 H 358 BR 2K
set_url_pk() 'K url 55 4F 55 A7 2~ 9 pk, (%
KA HKF) A& url pklurl hash] . ZJFHLH
ZAE B R WAL 1 4 9 url_whitelist[url_hash] ,
AT 55 B ATTT AR T B fif 8 [smk],  IARABAR A
144 5 BT R 1A (1) pk_whitelist 7o Bl 5, AT45 R At
JIAAE A A RIS, SRS 2R
ARG AT T Vi o525 W e AT RHETH
By W 2% v AT D BT 55 AT 7 % I IE A
W, LR, BTSSR A T AR A M R
DL AT A SO Et s 34T 7 1015 2HE LA 3
Wi, PRI BT O S o AR B s 4R 7 (1 D s A2 hL

LSRN HA 22 ANME S5 R AT TR E L, 45
FRE IS T A E N, B 3T
SRS B VAL, NI B VAL 2 e .
ERNILFEIL 2 R,

B2 EERNSEHEY

I url, url hash, address, [smk] w, » Pk,

1) £ 45 & AT J7 W FH A 29 88 4L contribute

reo(url, url_hash,address, [smk]pkp ,Pk,)

2) if verify_pk(address,pk ) = true

3) G KR E R WAF B AE A reo_share
[url hash] 7% &

4) S 291 A A 8 K 2 set_url_pk(url_hash,pk )
B A5 2 B W AL 55 R AT J7 9% Rl sk B AL
url_pk[url_hash] #

5) BANIIEALEE WK B4, RS K
A 77 B BN F1 44 % url_whitelist[url_hash] 1

6) LA O M AT S5 KA T, oy
M ENTIMA A 4 Hh

7) return REO_TXID

8) else

9) return default

10) end

(2) YT

E55 KA TTAERFR AT HRIR 2 2T |y, AT1R
2 T WLV 1) S SR AT 2 HAMATE 55 KAt 5 AR B
B, DA P SER BRI s . SR
Vi ) AE 55 KA I B pk, AR LR 5 B4
I A url_ hash « 1 & A 9 pk, W H &K 2L
request_smk() 5, HrLIARIERT G0y, Wi
RAERT), A2y AT KT R AR AT 55
RAGTTTHIE A, WA R BB KT



+106 + W 44 5 B e A28 3R

ik

Vil IR], JFR [0 8 B [smk ], » R AL
PIAUAT LA B AT 20 R s A5 WA A i K T 7
B U5 0AE 55 R AT T AR L AE 2 8%, AR5 KA
JrAaga i), Uil kM. deAh, AE U7 A EE B AR
PRSI, i T R I 55 P R
W RBEAT BN IE . W R AR B A P AT S K
A J7 I Y B 44 B AT 25 07 S UEAS BN PR
Bl ANE A A AT 55 R A T AE VAR I A2
W, AT ICVE SRS 2 B reo. 15 2= LK)
YR I EE 3 Frs .

BiE3 (EERNIH AL

WA pk,, url hash, pk,, address

1) 15K J5 R H A 20 9 %L request_smk(pk
url _hash,pk,)

2) if verify_pk(address, pk,) = fakery

3)  return fakery

4) if  url whitelistfurl hash][is _ white]
[pk,]= true

5) pk, (R [l IS [A] 38K timestamp 5537

6) return Request _ TXID , [smk],

7) else

8) return default

9) end if

10) end if

(3) fFEE WL

TSR TT S AEAS N HABAT 55 KA TT B &
WREAT VAL, AR 55 R AN 5 AR B AR R H
I B B R E R T = W A
update_smk_remove() , RFiZAES5 K AT A H CH
BRI, EER IR ER L 4 Pros.

Bik4 (EEERE

MW pk,, url hash, pk, , address

1) &=k J7 I H & 29640 update_smk_remove
(pk ,,url_hash,pk,)

2) if verify_pk(address,pk, ) = fakery

3) return fakery

4)  id3% pk, [ BT (A1

5 W M & 4 K % remove_whitelist
(url_hash, pk ) $FAES5 K AT N4 AP AR

6) return Remove TXID

7) end if
34 EEIFEHFI

A G MU RAT S5 R A T AR A T 15 2
E I HARTT
3.4.1 LS K AT 6915 R4

AT55 RAT 5 e AR FCAAT 45 AT 7 (A5 2
WAEAH AT S ZEVPAL, AT U A5 2
LR R E R WIS . TP IESS K
A 7 VRS B RO e R, EEE R, W
Y i) A5 E S W 2 . AR5 R AT R
HABEM L —REEREAT VP4, A SR BRI 2 IR
ST IRHT 45 R A 7 B AT VPG . ks
R4 RATTT IS ZE 5 Ty n ANEPE, PR RRE
IR TR, AT 55 KA TTAT A AEE T
i 0] 72 A S TR 5 WA 10045 25 RO 0 AR A i)
. FAHP TH5AT55 KA 715 ZE R 72 43 2k BA
D7 B

P11 HEEN3E WE 4R, BT
AL PBEIE R AH, A4 R AT T AR AT 3L
A 55 KA J7 BOAE 2 2 WIFAHE DX DV g 28 v A2
yItit, AR SEBEVPAN AR 55 AT TT (AT RFHIE

e
R 55 R AR

Pl {HEE AL
RUARUAE R AEHE

P2 2 SRR S Y

B A i gE R2 G REEERR
MEH

P3 LA >

fEF#H%E R3 JEBRHEHE L
MI%H

P4 BRFRA ST Y B

B4 AR5 R ATTTAT e 26
Figure 4 Classification of task publisher behavior characteristics
S AT WA C =[c, 1, n b
FrPEANEG m R PE AT s RS B 5 K AR
AT EAN e A TAE TIPS AL 55 %
ATTATH, T B RERE C AT IH— b3, R
BTG R [0, I RFIEHE RS E =[e,],,,, » B4

nxm



56 WA BT AR ZE VA LRI SRk 1B 20 I 2% 1518 27 20 5 % - 107 -

N IRRAAE S A TTRT LG, SRAR AR A WA
¥ EQ =[eq,],.,, - ARG BI, FFAEAECY
4, FHLEFEFE E, =[e.e,,e5,¢,], AHA1)IRAHI
UAIWTAERE EQ, -

0,¢ <e,
eq,=40.5,¢ =e¢, (D
le >e,

ARG R 22K ATy 40 T 2R 2 A kg AR 14
—HHEQ, =[g; 1 o

qyz%;qf+05
m
i ()
q; = Zeqik
k=1

BIR3 AHAC)HH R RS R N AR
P&, ATTFEI w, =W, Ways Ways Wy 15 XS
TAEERRE, AR (D)~ G 2T S I
R VRSB ) 5wy = [ Wy, Wy, Wiy ] IVRFPEALEE

ﬁ%wf :[anWR]"

iq[k -0.5

w, =4l

m(m—1)/2

T 4 IR E =[], » BUERERE
W =(W,),, » W8 ExW" 13 BIHH R0 f 2k 1

() AH 5t & AT 25 R AT J7 10 R M OF AN A R
F=(f,f [, B, (B85 KATT MG EHR
NA

€)

T=1-FxW/=1=3 fw, )
i=l1

3.4.2 TEIEIA 7 AEEITAE

R, A ROAHER 5 25T 577
23U 22 B A O B v B BT S 4
ASCAE NGB AR A FERE -, R DU BE S 0 B
R AR e A |, MRIEEHRIA 71
S FAL SR ILAD 2 M4 R AT T S 2
W, GRS B X AENACE, e T
CEO IS BV T %o N TH NG 20585 S A
K8 SUFNVPA 7 VR T PRGN A

EX 1 CZH) HHRIA I TS KA T

WA B SH,  IARYE A 1A AR 25 A%
—IRSH SRR —IRAS H . Horp, @ AT
55 5 BRSO A I 7 R IEAC L, W AT
o MEERINA TR BT S50, BIARERH
LT ANH 2 AE H

EX 2 (JILAHED [ RAT HEAE At B[]
W AT 55 R AT 7 RO A 5 &8 Bl sk R A
t={s, [}, b, sHfF Rh IEAS EH 5 H A
FAZHIEH .

RS H BRI A I 5 2ERER A T 3 b
EEVHN I, A RSV R
VPRI R G AR B VAN

(1) HHEATEVAN

AR B IS, BT 55 R AT T i AE At
IS R) P B A T AR B ROy — A =
TAHIIEX Y, =1{b,,.d u,,} o b, RAHE
BT T7 j RS TR LS, d RN
BT T S5 AR, u, |, RO R

7 j WS TR AT s b 3edb, d
u_,; €(0,1), FFRiLLLTEK
b, +d_, +u,,; =1 (5)

HE2, LT B A s R 2O
X2, AILAfSE]:
Sin
St s
i

Sissj +ij

b, =(-u

)

di—»j :(l_ui—ﬁ) (6)

ui—)j =1- qi—)j

o, g, RSEAERIIIMR, AACRFERR
JihE . O T AR VPO RS A, ARy g
DUANE AT TN AR SCAE AT L4072 S K
P MBLEAZ TR, B
_rH)p(E|H)

P(H | E) = P(E) (7
b, KRN T j DI AT e, AR RE
FAFE, MBUEAZTLRAT A ST H o BF
1 E RAFAE R FE H R BRI N Beta
oA, BT j BIANE A AT A2



+108 ¢ W 44 5 B e A28 3R $71%

SR RS 0, WU Beta 25
LEEEE AV

s+l R
_Si—>/+fi—>_j+2 )

MRRE a,, R BlRINATr j AEL IR

PR LA I . S5 a(6)s R(8), 75k
P2 S S, AR5 ATy i RPRARARE 77 j B
T, AR

N

ai»j

s +1

i—>j

u. . .
i>j
Si—»j + J(i—x/’ Si—)/‘ + fi—»j + 2

N T ARV FAT S e T SRR AS B, AR
SR T W IR S AN A R

@ TR BRI R R i 2255 8 At 1)
1707 IV SERCA R AR feAs, HAZH A H e,
FF R A = BN s R R AT
55 KA s i AR E I ) B 5 A L B H A
FAEARINAT 7R B H B e, Bl

i—j

)

7;—{/ =(1- “,'_U')

7.

[ A (10)

_ i
]
m ZSES }/;‘"j

o, By = Sissy +fH,- » RAES RATTT i 5
WA 7 jAE— N & OB EHE . K
SCABR AR IX A I 8] 15495 AT 7 28 B I
WE RS NS « 4it6). OFH(10),
FEET,, P 5 A X A — D,

Si—»j + Si—»j +1 ]
ui*)j 2 i—>j
si*}j +ft"~>j si*)j +f;~>j +

i—

7;%,/ = [qi»j

(11)
TS R 2 TR AT R, XAV e
W RPN A S AT AL, AR E
FEPT A A EAROL T B i Ll
@ N P AT AT 55 BAT 5 A
ATJ57E At I TR N AZ AR AR B, TR Hedia 1)
A7 S PP BN (R A8 28 . — ok, 5
B D A B L D LA R, X
HHWEAEZ NS HME. h TR S Sk
FEVH BN, A & FoREoR P AL,
MIBCE, o Fond £ LAHRBGE, s+o=1,

e>0 He,oe(0,1) . Bfke R/ LIARPEAZ B
THOUMI T SR RIS . ik, S EHME A
FoRN

new near old
Tz"—>j =€];_>j +O-];—>j (12)
Torp, 100 EIRRE AL, T KIS
B, T R HORE M.

(2) AR PEAL

A AL, BB I 2% T I REANMT 45
A 7 CEVEAS BRI T7 A5 BHE I, =S
FLAAT 45 AT 70 M T BRI 7 1S VA
[AIFAR AR T, R AT 55 5 A T k Bl iA
T3 J VP I ELRAE B, SR 55 AT T i T A
X PHELS 2 1)

7% 18 B HABAT 55 KA J7 vl g B — S5 dm 4
A7 H R O, DA A RS B R A T
o AITHINAT S B MR 25 AN [ 1) R) 4245 25
{IER LY &G ST = BV G 6 s W o
], SRR N . AR (13), A
L7y, O
H(T Y= =T/ T, — (1= T/ )b(1 =T, )

k—>j k—j k—>j k—>j k—>j
13)

{5 0 0 5 ) 52582 ) 0 7 5 7
R A TG 25 (0 B MW (28 (LA 2
FRHE. e RAT 7T T R B
TR DTSRRI 2, e A 5
ok PRSI BT Bk,
LA 2 (AL M DD 55 2P o o 7LD P L
50, AT R BV (872 Ul S, T
fH.2 T2 SRR AN, SRR 7 )
PR BRI, PR, T LA R (14)H 5 ]
BE( 2L TS, (B

| H@E)
o, = LAY (14)
an - H(TS))
k=1 b7~ j

b, 0 ORI A R, 2R
R (2P T,



56 WS FET AR VPA BRI DX POk A% 3)) W 2% G2 >0 77 %6 <109 -

(SEDWON hind (15)
k=1

(3) LEAEE L
P55 AT TT i NG5G AR 2 PG D7 v B 4
R T, M AR A5 B T, AT B R
A EIEARINATT j ERGAE2HE, VPR
A THHER o 5 R T VA2 R H S 5 T SR A R )
ROPIE,  BIVRR A WA PPAl 7 V% 1) 22 S R KT
EEHBCESATIEIE, B, S Enny
= (16) 15
N7 =0,T.,,+01%, (16)
b, 0, 16, 28 HARAEEAE T, MIRHEAR 2
TS I FENACE, H(T,,) M H(T) 752

T, RN I e B .
H(];%j):_];%jlb];%j_(l_zﬁj)lb(l_zaj) (17)
H(TS)=-T5 LS, -1-T5)bA-T5)  (18)
_H(T,))
b7,
b= H(T. jHW“ (19
P_(Wq{k Qﬁ}
le;»j le;»j
1_H@ﬁ)
b7’
0. = ’ (20)

{ H@n}{ H@%}
1- =+ 1- !

b7, b7,
4 RETES S

4.1 REMDH

AT UE B BT H 1R S8 ] LA B R
[ IEE gl SUgs il

(D Pyib#Ee gt

ARSI I AT WA 2R 23 BRI 25 VP A P o 79
A RS . — T, ERERYIZRRY B,
RN T BRI S AR IR IS5 R
A7 TR o ARSI B D R S 504 5 H
TR IR A, MM 2288 T n] DUGHSERL = A A 1
W ZE . 57, R PPAL T B, Rl
IR R BRI 7 SRl ok, AR K AT
FR A 0 55 A2 A 25 3 LI b A B X BB il 45

G LEBREMA T HREN AR, HEZE
A o« AT 55 KA U7 e i i A A X Hedg i)
FEURERGEEERSNWEEMAE T 25
BRI S5, AT ARG T 0 R B 4 A 7 $55 1)
A HE

(2) Bk ARt

h T B b AR 55 R AT T S AR AR A T AT
BB, DR AL U SRS Z PR (A N
XA 55 R AN 7 G Z VPl A IR N RCE . (5
SR AT LS B A O (5 2B E AR B
A2 25 A 2 E O 125 A AR AR B ARG IR
£ o AF55 AN T A AT SEBR BRAE 2 VP 259
5 BRI ok, A PR UE SR 7 fete 345
BRI VEAN o RN, 54T R AT 7 Gt i 8k
TIRA TSR G, HESHESEETR. X
FIEL 2 W IEAS A Gede 5 2 E . AN R
BOBAT, A TR, pikrh 2 5B )
(IR RPN o AL, AR5 AT T 2 TR i 3
AT AR EAHVPA, A5 B BRI AR 55 R A 7 ¥k
RZHH P AL b Bk, Gk 2
WA/

4.2 TEEESR
42.1 KR E

H T VEA TR T R IR, AT A
[] Car Evaluation 7325 AT T 05 HSE5 . %
B E0HE 1728 MIURASE], 6 NS A 4 28
P2 ARSCHEARERPL TS 10 N EdEIA
77, Hrh s 3 AMEEEARINA T, EisAE
BB BIFRES (B U5 RS Hs A £
ot S B R T o B ROR BGEREED , R
M EE R . ASCLE Hyperledger Fabric v1.4.0 4
SETARE X YEE RS, LR S s R
PBET 5y,

3.42 TN TARS KA GBIV H Ty
%, ATH FAHP XAT45 KA 7 AT A FRFEREAT R
g5, Hodr, RS54 P I EE S R4 A P1>P2>P3=
P4, WJEEREME R (M EZMER] S 4 R1=R2=R3, #¥F
PR MR ok RSP ASCHEIT T 20 IR
ST SESS, BRI S AT 55 1) e KIEARIRELCA
500 Py A H IR EAH £=0.6 , 12
HAE 0=0.4 o B AL R MR 1%~



<110 » [ 244 550 B 2 A4

EE

40%, BAEHINA T IWIIEAE2E 0 0.5. [FI, K
A SCPR g DL T ) 0 AR R
R 28] 1 2 AL E £ M LAY (multi-weight
subjective logic model) AT LLEL, LAAHT{EAN
EAE AR LT A7 SRS ZE B RG24 2] HERf
IR
422 EWuX

Kl 5 feoR T % R B 5 A0 AN R B i i o6
B2 I sgm . nf UG Y, Bohsm et mss
SEOBHA A S UEM R IS, tbAh, MR
AHIFNIS, B2, T2 ) R HERf el 2o bk
Ko MBEREEN 0.9, HAFE 3 NG, BE
TR STUHER AN T1%, BeissfEh 0.5 Hk
B —ANBEEE SO 26%. Rk, Bt om B A
Tt 2 B (R R s R 0 TS 2 ) e Aff 1t 7 212
HY S 1) A7 TS

100%

NS
2B
O 3
90% -
A
£ 80%
&
£y
Fis
B 70%
&=
60% |
50%
0.5 0.6 0.7 0.8 09

Wi
Pl 5 ik SHRE R IS 2% > MRS 2 (1 5

Figure 5 The impact of attack strength on federated learning accuracy
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